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Executive Summary

Although the role of public safety agencies in the community remains the
same—protecting lives and property—the overall mission continues to
expand. Given this fact, Information technology managers and agency chiefs
seek innovative software applications that improve response times and
operational efficiency while lowering expenses and administrative workload.

Historically, most public safety applications meet a narrow, specific purpose.
Most agencies use separate applications, integrated with varying degrees
of success across dissimilar platforms. In addition, departments capture
and store information in multiple formats, resulting in a complex and costly
system administration burden.

This white paper introduces key fundamentals of a PremierOne™ public
safety application suite that provides a single, unified solution containing
highly available, high-performance information sharing services. The solution
replaces the industry standard of proprietary, non-redundant, discrete
systems, and provides an underlying architecture and information pool that
applications leverage for system commonality. As a result, departments
gain enhanced application interoperability, high availability and increased
maintainability—thereby reducing infrastructure costs and enhancing
departmental efficiency.



1. The Need for PremierOne™
Public Safety Applications

Public safety agencies (Federal, State and Local) face a mounting set of challenges
that threaten lives, critical infrastructure and property. Lessons learned from

the September 11, 2001 attack and natural disasters like Hurricane Katrina are
prompting agencies to take action. At the local level, public safety departments
suffer from rising operational costs that outpace annual budgets, severely
restricting their ability to expand resources and improve response time.

To confront the challenges of today and tomorrow,
agencies look for ways to replace or supplement
existing public safety applications with efficiency-boost-
ing solutions that are cost effective, interoperable and
scalable. New technologies provide several vital bene-
fits to public safety agencies such as improving depart-
mental productivity, enhancing rapid response and
reducing operational costs. WWhen considering new
technologies, four primary factors form the corner
stone of a PremierOne application solution:

e Services Oriented Architecture (SOA)
Use of common software services allows seamless
information sharing and interoperability across a
wide range of public safety applications and users.
In addition, application functionality enhancements
and upgrades should occur without causing errors
in dependent modules, improving maintainability.

® High Availability and Redundancy
Public safety applications demand 99.999%
availability built into the combined hardware and
software solution for maximum reliability. Public
safety applications must also support multiple
site deployments to ensure redundancy during
catastrophic emergencies.

e Extreme Performance
To save lives and to protect infrastructure, public
safety applications must achieve peak performance.
Raising the performance benchmark requires the
solution to deliver fast response times, efficient
transactions, productive userload handling and
support highly scaleable applications.

e Intelligent Systems Management
The optimal solution requires system management
capabilities that dwell at the core of the application
architecture, enable proactive and reactive man-
agement and save time and money.

Leveraging more than 75 years of serving the
public safety industry, Motorola® in partnership
with Microsoft® unveils how departments can boost
efficiency, performance and cost-effectiveness
through innovative PremierOne solutions.

The pages that follow provide an overview of a
PremierOne application architecture that allows pub-
lic safety agencies to stand ready for the next emer
gency—whether small or catastrophic.



2. Service Oriented Architecture Enables
Seamless Information Sharing

2.1 Service Oriented Architecture Overview

Public safety professionals are constantly in motion—saving lives and maintaining
situational awareness depends on their ability to access and process information
from a variety of applications and databases, regardless of location. In the public
safety industry, seamless information sharing provides integration with multiple
databases, which enables fast response to changes and allows technology to
“work"” for the unique needs of the mission critical worker.

Delivering the merits of information sharing, a Service
Oriented Architecture (SOA) uses an implementation
in which the common functionality partitions into
organized services shared across one or more
applications. Two high-level benefits of a solution
built with SOA include:

e Increased Connectivity with External Systems
Industry standard protocols expose services
within the application, achieving compliance with
the high level of security required by encryption
and authorization. As a result, business capabilities
of the system easily interconnect with external
systems.

e Increased Application Suite Maintainability
Use of common services allows the seamless
sharing of business capabilities across a suite of
applications. An architecture designed for a suite
of applications allows rapid functional enhancements
without inducing errors within dependent mod-
ules. SOA also supports the incremental addition
of new features to a customer installation without
causing disruption across the entire infrastructure.

A fundamental principle behind SOA is that services
expose business capabilities, with each service having
a well-defined service contract. A service contract
specifies how a caller accesses functionality within
a service in a manner independent of the platform,
or the service implementation details. This approach
allows the caller to access any implementation

of the service that satisfies the service contract.
Part of the service contract includes a definition of the
security related aspects (for example, authorization and
encryption), which are required between the callers.

In order to best illustrate some of the benefits of a
SOA, consider a conventional distributed architecture
as shown in . This diagram illustrates a suite
of three applications requiring integration. Built as a
self-contained unit, each application contains shared
objects and data within the encapsulation. The
communication interfaces between the applications
occur through Internet Protocol (IP) channels, but the
format of messages, encryption and authentication
use proprietary protocols.

APPLICATION 1

APPLICATION 2

APPLICATION 3

S
App3 Data

Proprietary Communication Channel

— Conventional Distributed Architecture



For comparison, reveals how a similar suite of applications layer and interface using a SOA. In this
diagram, developers build a set of services at a base layer, which expose business capabilities. The rest of
the functionality remains hidden. Industry standard protocols then expose the business services, allowing
any appropriate application to share the services, regardless of the operating platform. Applications build on
top of this framework and make calls into the set of services through the service contract. As seen in the
case of Application 3, the layer exposes additional services to other applications or external systems.

Exposed Functionality 4 pp M Alication 3

Service Endpoints ]

Business Capabilities <

— Service Oriented Architecture

Table 1 shows several of the key advantages of a Service Oriented Architecture verses a conventional architecture.

Category Conventional Architecture

Complexity Designers build applications in
monolithic manner, making them
inherently more complex.

Service Oriented Architecture

Designers build applications on top of a
framework of business capabilities,
simplifying application complexity.

Multiple Platform Support  Each new platform introduced
adds complexity to point-to-point
communications between

As long as platforms support industry
standards for web services, no extra
complexity exists around platform

applications. interoperability.
Duplication of Duplicate code may exist within General business capabilities expose as
Business Code each application, increasing complexity, services, reducing cases in which

risk of faults and maintenance costs.

applications contain duplicate code.

Upgrade Scenarios Application upgrades become
complex, since applications can
contain proprietary, fault-prone
interfaces to other systems.

Service upgrades generally occur
independently as long as the system
maintains the well-specified service
contract.

New Feature Enhancement Adding new business features
requires modifying application or
creating entirely new applications.

Adding new capabilities simply requires
exposing additional services. Once
services are exposed, the system modifies
all applications on a defined schedule to
take advantage of new features.

Table 1— Comparison hetween Conventional Architecture and SOA



2.2 PremierOne™ — Built Upon a Service Oriented Architecture

As detailed in the previous section, the Service Oriented Architecture offers several advantages when compared
to a conventional distributed architecture. Built upon the fundamental premise of business service exposure,
sharing and service contracts, the PremierOne takes full advantage of SOAs benefits. At the core level, the suite
provides a set of common services for all PremierOne applications including:

e User management services

e Provisioning services

e Geographical information services (GIS)

e Interface services (services to access devices, external systems, etc)

On top of these common services, application modules provide functionality for public safety needs.
Each application module consumes services provided by the common service layer as well as exposes
higherlevel services usable by other systems. For example, the Computer Aided Dispatch (CAD) system
uses services from GIS for mapping-based capabilities and exposes services that allow mobile systems
to create field-initiated incidents. shows how the PremierOne implements SOA.
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— SPA as Implemented in PremierOne

The PremierOne SOA foundation enables several deep benefits for public safety departments such as:

e Improved Legacy System Integration Reduces Total Cost of Ownership (TCO)
Adherence to industry standard web service protocols enables seamless public safety application integration
with existing systems, regardless of the hosting platform. This allows departments to take advantage of
installed technology investments, reducing both acquisition and reoccurring expenses.

* Highly Scalable Applications Boost Departmental Efficiency
The PremierOne enables incremental expansion. Departments can initially choose a Next
Generation CAD or Mobile application, while coexisting with legacy systems for other applications.
This approach allows departments to adopt PremierOne applications over time, reducing disruption, im-
proving efficiency and lowering training overhead.

e Powerful Flexibility and Extensibility
System administrators can update or add new services without performing major application releases.
This feature allows the quick, efficient update of PremierOne clusters in order to support additional de-
vices, new external systems or expand compliance to new information exchange standards.




3. Public Safety Demands High Availability

While in the office or in the field, public safety professionals depend on applications
that offer high redundancy and availability. The PremierOne™ takes the redundancy
benchmark to the next level by achieving “five nines’ or 99.999% availability.

A common term used throughout the industry, five nines means that a high-
availability configuration experiences no more than five minutes of unplanned
downtime per year. The PremierOne achieves this milestone by implementing
the following pioneering design considerations:

e All system hardware components provide the highest level of redundancy both internally and externally.

e Operating system (OS) and application-level services use clustering to achieve maximum throughput
and availability.

e Application components implement catch/retry blocks that trap errors and restart process execution for
optimal performance and reliability.

e Advanced features including SQL Server™ 2005 High Protection Mirroring, enabling fast, seamless
database failover (replacement of the primary database server with the standby system).

e Support for multiple site deployment, providing a wide range of redundancy scenarios.

demonstrates the standard PremierOne high availability configuration and associated infrastructure.
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— Standard High Availability Configuration

Designing the PremierOne to achieve the highest reliability was a major objective during architectural
development. Throughout the design process, Motorola engineers performed extensive modelling, simulation
and testing of complete system configurations (hardware, OS, network and applications) to achieve the
best possible Mean Time to Failure (MTTF) and Mean Time to Recovery (MTTR).



3.1 Redundant Hardware Enhances System Availability

To increase total system availability, the PremierOne™ uses only high-availability hardware configurations.
Typical system configurations include servers and storage, local area network (LAN) and wide area
network (WAN) infrastructure, power distribution and peripheral and general communication interfaces.
Table 2 lists an overview of typical PremierOne components and their related high availability attributes.

Table 2

Component Key High-Availability Attributes

Servers/Storage Redundant array of independent drives (RAID) storage, redundant
power supplies, teamed network interfaces and hot-swappable
components for reduced system downtime

LAN Redundant network switches

WAN Redundant firewalls with multiple network paths

Components Spectracom NetClocks® optimized for redundant configurations

Power Redundant uninterruptible power supplies (UPS) and power
distribution units (PDU)

The system deployment environment stands as an important consideration for achieving high availability.
Although implemented to meet 99.999% availability requirements, the PremierOne system must reside
in an environment that provides specific high availability aspects in order for the entire solution

to achieve 99.999% availability. Some examples of environmental aspects include redundant power
distribution and backup, multiple cooling sources and a fault-tolerant networking and communication
infrastructure.

3.2 At the Core — System-Level Applications

Poorly written applications can degrade overall solution reliability—reducing departmental productivity
and ultimately driving up TCO. Designed and simulated with mission critical needs in mind, the
PremierOne was developed from the ground up to be highly available. The software application
architecture implements current best practices for supporting high-availability environments such as:

e Advanced exception handling used throughout all PremierOne applications
e Automatic database failover handling for all application calls into the database
e Enhanced memory leak protection through automatic memory management
e Extensive logging of system, network and application activities and errors

To reduce the risk of a single point of failure, the PremierOne is designed to host critical application

components on load-balanced servers, PremierOne databases are replicated using Microsoft® SQL
Server™ 2005 native mirroring technology.

10



3.2.1 Network Load Balancing Helps Drive High Availability

PremierOne™ uses the proven concept of Network Load Balancing (NLB) clustering to distribute
processes and data while increasing application availability. Examples of applications designed to support
NLB include CAD and Mobile solutions. During operation, each member of the NLB cluster handles
requests from clients whenever configured for load balancing. If a node fails, the remaining node(s)
continue to perform all operations seamlessly, and without user intervention.

PremierOne's NLB and systems management

modules work together to support high availability. [:]
The systems management module provides —
health and performance checking of services on NextGen Client Traffic

each node in the cluster. When systems man-
agement detects a NLB component failure, it
automatically takes the server out of the cluster
and carries out automated recovery. When the Virtual TCP/IP
node becomes operational again, the systems “‘A)_\)_‘
management module loads the recovered node Server IP Server 1P > sonverir
back into the cluster. While the node remains
absent from the cluster, the remaining nodes
continue to handle ongoing client requests and
maintain system availability.
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3.2.2 Database Mirroring Enables Rapid Data Failover

Microsoft® SQL Server™ 2005's database mirroring resides at the core of the PremierOne'’s high-avail-
ability database technology. Implemented at the database level in SQL Server, Microsoft mirroring
provides a powerful, easy to deploy data redundancy and high-availability solution. The components of a
mirrored database server include a principle server that handles transactions, a mirror server that
replicates transactions, and a witness, which is involved in determining the principle mirror if a failure occurs.

When a fault occurs on the principle server, the
failover to the mirror occurs rapidly since the
mirror already contains a complete and current
database ready for use. The PremierOne appli-
cations contain embedded retry code, and
support for the client to automatically failover. Eam)
This allows seamless client connection to the

new principle server. As a result, transactions &
continue to process without interruption. e
demonstrates the roles and high-level interactions
within the PremierOne mirroring solution.
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3.3 Maximize Redundancy with Backup Sites

Beyond saving lives, protection of critical infrastructure and information remains at the forefront of the
public safety mission. The recent Hurricane Katrina disaster stressed the need for system and data
redundancy beyond the primary site. With these factors in mind, the PremierOne supports multi-site
configurations, enabling geographic high availability. All system components maintain seamless failover
to a hot standby location, which allows continued access to the system in the case of catastrophic service
interruption at the primary location.

The PremierOne’s multi-site design provides mirroring of key services and application data in real time
from the primary site to the backup site, which helps to ensure data and configuration continuity. If a
disruption of service occurs at the primary site, a system administrator initiates a failover to the
secondary site through the systems management console, allowing processing to resume. The
PremierOne includes various levels of multi-site availability including the use of certified asynchronous
replication technologies as well as synchronous storage area network (SAN)-based solutions for installation
in the most demanding of environments.

n



4. Rapid Response Depends on
High Performance Solutions

4.1 Key Performance Metrics for Public Safety Systems

When lives and infrastructure are at risk, every second counts. Rapid emergency
response depends on public safety applications that meet the highest standards
of performance. Each step of the emergency response cycle including incident
reporting, dispatching and alerting costs valuable time—and systems must have
enough peak bandwidth to handle catastrophic emergencies. When designing
public safety applications, five critical performance metrics come into focus:

e Fast Response Time — During an emergency or a disaster, agencies must quickly deploy the appropriate
resources (law enforcement, fire/rescue or emergency medical services) to the incident scene.
Real-time, reliable communications between dispatchers, first responders and command units help
streamline the emergency response cycle.

¢ Robustness for Handling High Volume — \\/ith the large volume of emergency requests that occur during
disasters like September 11, 2001, and Hurricane Katrina, agencies must have a robust public safety
system that will not collapse when request loads spike unexpectedly.

e High User Capacity — During a major disaster, all or most of the emergency personnel remain on duty. To
support this fact, public safety systems must have enough capacity to support peak numbers of users
as well as the normal day-to-day average number of concurrent users.

e High Throughput — Beyond capacity (number of users), data throughput is the amount of information the
network can carry simultaneously and reliably. For any level of emergency or disaster, public safety
systems must maintain sufficient bandwidth to ensure reliable Quality of Service (QoS) for all users.

e Scalability — \With the mission of the public safety sector growing, the systems that departments rely on
require flexibility for future expansion.

4.2 The PremierOne™'s High Performance Design Strategy

To create an industry-leading solution, Motorola® teamed up with Microsoft® to design the PremierOne of
public safety applications. The suite benefits from decades-long-performance design knowledge from
Microsoft and over 75 years of expertise developing, deploying and supporting high-performance public
safety solutions from Motorola. The PremierOne delivers the integration, reliability and flexibility public
safety agencies require while driving down support load and overall TCO.

Meeting this challenge, PremierOne leverages stringent design best practices for high performance, highly
scalable applications. These practices include deep instruction and data pipelining, broker, proxy and
factory automation principles. Built for the demands of today and beyond, PremierOne allows incremental
growth in capacity through horizontal scalability. Specifically, departments can increase capacity by adding
servers to the primary cluster, or by adding completely new application clusters. In some instances, departments
can increase system capacity through vertical scalability by simply adding additional central processing
unit (CPU) modules to the servers.

During initial architectural development, Motorola and Microsoft conducted extensive performance
simulation modeling and lab testing to optimize the design for high throughput and fault tolerance. Detailed
simulations and stress tests allowed designers to understand the suite’s performance across a wide variety
of scenarios—including small rural police departments and large metropolitan first responder systems.
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Simulations and lab testing characterized various capacity and throughput workloads ranging from general
mission to catastrophic events. In addition, designers performed sensitivity scenario testing to evaluate
and optimize the system in cases where the actual workload spiked higher than what the customer initially
forecasted. This approach led to a fault tolerant, near self-healing PremierOne™ that continues operating even
when unexpected usage loads occur.

Public safety IT teams continuously look for ways to improve system performance and efficiency. To help
fine tune the system infrastructure, administrators can use PremierOne’s systems manager to search for
trends, monitor and tune cluster performance as workload and usage profiles fluctuate.

4.3 Highly Scalable Architecture Provides Long-Term Flexibility

PremierOne’s flexibility enables applications tailored for the unique mission of individual public safety
departments. High scalability allows agencies to grow their application suite incrementally with respect to
both present and future needs. Primarily, horizontal clustering increases system capacity through the insertion
of additional servers in a cluster with capacity shortage, or by adding a new full cluster to the configuration.
Private sector data centers use a similar approach to increase the RAID storage capacity by adding new

disks into the array.

demonstrates horizontal scalable
clustering. Using this form of clustering to
increase capacity allows departments to add
resources only as the need arises. For example,
public safety agencies can add capacity as
annual fiscal budgets roll over, when jurisdic-
tional responsibility increases or when the
departmental mission expands.

Not all systems and applications allow horizontal
clustering. Typical examples include database
applications and environments with limited
enclosure space. In these situations, vertical
clustering becomes the preferred method. By
definition, vertical clustering occurs when sup-
port personnel add additional CPUs to servers
with capacity shortages.

shows how to increase system capacity
through the vertical clustering approach. To
benefit from CPU performance improvements
such as large direct-addressable memory space
and enhanced parallel processing, vertically
clustered systems such as SQL Servers™ use
64-bit processors whenever possible. As in the
horizontal clustering case, vertical clustering
PremierOne systems stay optimized for the spe-
cific application, and use only high-performance,
high-availability hardware platforms.

PremierOne supports a wide range of public
safety systems with the ability to scale as
needed from a small, single-site installation to a
large, multiple-site environment. This flexibility,
combined with other key performance attrib-
utes, makes the PremierOne a cost-effective,
high-performance solution for public safety
application needs.
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5. Advanced Systems Management Boosts
Departmental Efficiency

In systems as vital as those needed for public safety, the ability to easily
streamline the management of each component remains essential. A cutting-edge,
PremierOne™ set of applications requires management capabilities that form
the core of the architecture, enable proactive and reactive functions and reduce
system administration workload.

Designed from the ground up to integrate intelligent systems management technology, the PremierOne
provides advanced proactive and reactive management capabilities for each system component.
illustrates a high-level view of systems management integration with key components including the
hardware, operating system and applications.
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— PremierOne System Management

Embedding advanced system management capabilities into the PremierOne enables several unique
features and benefits:

e Integrated systems management functions proactively search for, and help correct potential issues and
system bottlenecks before they become problems, thus increasing system availability and boosting
overall performance.

e Systems management continuously monitors the state of the suite for problems, and automatically
takes action to isolate and correct system faults, further boosting availability.

e Intuitive and comprehensive diagnostic information reduces troubleshooting time and effort, lowering
reoccurring maintenance costs.

e Administrators save time with an intuitive graphical user interface (GUI) portal that provides a single
point of access to typical systems management functions.

e Advanced reactive systems management provides automated fault recovery, and built-in intelligence
for updating software without affecting overall cluster availability.

e Reduced system administration requirements enable superior return on investment (ROIl) and drives
down TCO.

14



Providing intuitive, easy access to common administrative tools stands as one of the key features of the

PremierOne™. The application contains a single, integrated systems management portal (

) that

encapsulates the following tasks: Operations, Licensing, Configuration, Deployment, Provisioning, and Backup.
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Motorola® developed the PremierOne'’s systems management components by leveraging and extending
the capabilities of Microsoft® System Center Operations Manager 2007. Each hardware and software
component of the PremierOne contains either a native- or suite-specific systems management component.
Through integration, these components present a comprehensive, unified-health view of the system. Table
3 provides a sample list of hardware and software management components.

Table 3

Integrated Systems Management

Application
comprehensive system diagnostic and perfor

Description

PremierOne management components that provide
mance information

Microsoft Software Includes management for Microsoft components such as
SQL Server™ and Active Directory®
Third-Party Software The PremierOne systems management module
manages all PremierOne applications and
tightly integrated, third-party software components
Hardware Hardware integration completes the systems management

solution by providing preventative diagnostics and monitoring

of the suite’s hardware components

Table 3 - Integrated Systems Management

15



5.1 The Critical Need for Proactive System Management

Mission critical tasks in public safety departments demand ready and reliable applications. System
crashes, slow database retrieval and application downtime can degrade effective emergency response—
putting lives and infrastructure at risk. With proactive systems management, IT experts can identify and
resolve potential issues before they become problems, simplifying administrative tasks and workload,
and increasing overall system reliability.

Leveraging extensive Motorola® expertise in delivering innovative solutions to public safety agencies, the
PremierOne™ contains intelligent, near self-healing proactive systems management solutions including:

e Automatic and user-configurable trend tracking such as processor, network and disk utilization,
response times and report log analysis

e Advanced diagnostic capabilities that identify and resolve hardware, software and integration issues
e Extensive OS, database, native applications and third-party applications component monitoring and reporting

e Console and email notifications report system and problem status and resolution while hiding the
complexities of the system.

e Database management utilities that automatically purge stale information while maintaining optimal
data throughput and system performance

¢ Intelligent system-wide backup and restore

5.2 Reactive Management Enables Automated Recovery

Built-in automated recovery stands as a key innovation within the PremierOne’s system management
portfolio. When one of the system’s predefined monitors detects a fault, automated recovery routines
take the appropriate response to recover the failing software component. As a result, most failures that
once required system administrator intervention will automatically be resolved, with the only notification
being a report entry that the system detected and recovered from the problem.

Consider the following real-world scenario. Because mobile public safety applications rely on high-availability
software to service application requests, a single failure can jeopardize the mission and first responder
safety. In the PremierOne, the system management module would detect the fault and restart the
application or reboot the server, automatically bringing the services back online. When coupled with the
PremierOne’s high-availability features, failures that might have resulted in downtime with other applica-
tion architectures are now resolved automatically. As a result, the suite represents a significant advance
versus traditional systems that only support high availability for the hardware and OS.

5.3 Reduce Downtime with Intelligent Updates

Public safety application updates must occur without affecting system availability. Within the PremierOne, an
integrated software deployment capability generates notification of pending updates to all servers and
workstations, then deploys and installs each update. The system management module leverages the high-
availability components of the suite to implement system-wide changes without affecting overall availability.
The task engine removes individual systems from service, applies all updates, verifies the updates and places
the system back into service while the other servers continue handling user requests.

16



6 PremierOne™ Meets the

Public Safety Challenge

In partnership with Microsoft®, the Motorola® PremierOne Application delivers
seamless information sharing, high availability and high performance flexibility

that today’s public safety departments require. Through the innovation of SOAs
business services sharing, departments gain improved connectivity with exter-
nal systems and increased application suite maintainability—thereby reducing

infrastructure costs and enhancing departmental productivity.

The Application Suite's use of highly available, high-performance technologies
such as mirroring, NLB and clustering empowers public safety agencies with

the operational efficiencies and improved response that superior redundancy,
reliability and throughput can deliver. In addition, intelligent systems management
provides a high level of proactive and reactive management automation, driving
down overall administrative workload, support costs and training requirements.
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